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Regards, 
 

 
Duty Director 
National Operations Center 
U.S. Department of Homeland Security 
Unclas:  

 

  
  

 
 
 

From:   
Sent: Thursday, November 04, 2010 6:27 AM 
To: 

 
Subject: RE: Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
This pretty much satisfies my request, but I’m sure the Secretary will ask why a redelivery of a parcel destined for 
Cincinatti sat at JFK for some time.  Any insight into that? 
 

From:  
Sent: Thursday, November 04, 2010 6:24 AM 
To: 

 
Subject: Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
From the CBP Commissioner’s Morning Report: 
 
SYNOPSIS:  On November 3, CBP JFK International Airport, NY reported the interception of a package originating from Yemen.  The package was 
targeted under the "Yemen Red Flag Initiative" and was returned to DHL at JFK. The package ex-ray examination revealed an anomaly. NYPD Bomb 
Squad, PAPD, JTTF and ICE were notified and responded. The package, which was found to contain a cell phone, was inspected with negative results. 
 
Believe this with the SWO’s response below should answer your questions. 
 

 
Duty Director 
National Operations Center 
U.S. Department of Homeland Security 
Unclas:  

 

  
  

 
 

From:   
Sent: Thursday, November 04, 2010 5:56 AM 
To: 

 
Subject: Partial Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)
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Questions have been tasked to TSA and CBP.  In the interim, attached is the TSA report with a photo: 
 
Q 2:  According to the attached report, the package arrived on 10/29 onboard Emirates 203 (Dubai, UAE – NY Kennedy).
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:20 AM 
To:  

 
Subject: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility Evacuated - NY
Importance: High 
 
The Secretary’s Briefing Staff’s RFI follows.  CBP/TSA – please provide any information you have to answer the RFI.  
Please note suspense time. 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

1.  When the package in question involved in the incident below departed Yemen. 
2. Where it had come from immediately before arriving at JFK. 
3. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
 
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:15 AM 
To:  
Cc: Triner, Donald;  
Subject: S1 RFI 
Importance: High 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

4.  When the package in question involved in the incident below departed Yemen. 
5. Where it had come from immediately before arriving at JFK. 
6. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)
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Please provide no later than 7:30am.  Thanks. 
 
Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 
 
NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 
and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    
 

(b) (6), (b) (7)(C)
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v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 

 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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o Explosives Discovered in Packages on Cargo Aircraft Bound for the Homeland - Snapshot - 

31 Oct 10 

 

NCC/NCS: No inputs at this time 

 

US CERT: No inputs at this time 

 

FPS:   No action anticipated 

 

 

If you have any questions or concerns, please feel free to contact the NICC at  or 

 

 

V/r, 

 

 

Senior Watch Officer 

NICC Watch Operations 

Department of Homeland Security 

 

 

  

         

 

For more information on the NICC go to: 

DHS National Infrastructure Coordinating Center  

 
Distro  

NICC Support  

NICC SWO 

NOC SWO Restricted  

 
 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)
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If you have any questions or concerns, please feel free to contact the NICC at  or 
 

 
V/r, 
 

 
Senior Watch Officer 
NICC Watch Operations 
Department of Homeland Security 

 
 

  
         

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center  
 
Distro  
NICC Support  
NICC SWO 
NOC SWO Restricted  
 
 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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to contain a timer, and the larger shipped via FEDEX a cellular telephone. As of 29 October 2010, the packages may have 
been located in Europe with an expected arrival date in Chicago of 1 November 2010.  
 
            3. As of 29 October 2010, the following details were known regarding the two packages: 
                                                 

A. UPS Package:  
 
                                                SENT FROM: The Yemen American institute (for) Languages-Computer-Management 
(Y.A.I.)  
 

SENDER INFORMATION (COMMENT: Several characters are missing at the beginning 
of each line of the shipper’s way bill.) 

                                                CONTENTS: Printer, books 

------------------------------------------------------TEARLINE---------------------------------------------------------------------------------------------
----------------------------------- 
                                                 
 
 

From: CTWatch  
Sent: Friday, October 29, 2010 12:28 AM 
To: CTWatch; Robert S. Mueller;  

 
(b) (6), (b) (7)(C)

(b) (7)(A), (b) (7)(E)

(b) (7)(A), (b) (7)(E)
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Subject: RE: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 
***UPDATE*** 
 
Both packages (UPS and FedEx) have been located and are still currently being screened. 
 
CT Watch 

 
 

From: CTWatch  
Sent: Thursday, October 28, 2010 11:22 PM 
To: CTWatch; Robert S. Mueller; CTW_TIER1;  

 
 

 
 

Subject: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 
***UPDATE*** 
 
Originating information is from a highly credible source.  
 
FedEx has coordinated with Dubai Authorities re getting item off of FedEx 
aircraft and isolating item that contains TR  until Dubai 
can neutralize item. 
 
As per SSA :  UPS has located their package in Great 
Britain and putting in isolation. Authorities on scene.  
 
Additional Flight information:  UPS flight from Yemen to Cologne to Great 
Britain to Chicago.   

CT Watch is currently engaged in efforts to obtain additional information 
regarding this matter.  We will continue to post updates, when 
appropriate, in an expeditious manner.  

CT Watch/rcs  

 
 

From: CTWatch  
Sent: Thursday, October 28, 2010 10:17 PM 
To: Robert S. Mueller; CTW_TIER1;  

 

 
Subject: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 

ALCON: 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (7)(A), (b) (7)(E)
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Information received from a source which is assessed to be credible stated 
that there are explosives contained in toner cartridges which are to be 
detonated while in the air. 
 
Reports are that the packages were sent from Yemen with a final 
destination of Chicago. 
 
The following shipping numbers were provided: 
 
UPS:   
 
Fed Ex:   
 
CT Watch has requested the relevant Divisions coordinate with the 
companies. 

CT Watch is currently engaged in efforts to obtain additional information 
regarding this matter.  We will continue to post updates, when 
appropriate, in an expeditious manner.  

 CT Watch/rcs  

  (b) (6), (b) (7)(C)

(b) (7)(A), (b) (7)(E)

(b) (7)(A), (b) (7)(E)

00221





UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 
 
1. Threat coordination conference calls with TSA and FBI 

x TSA Intel 
x 10302010:  In process of coordinating and confirming with TSOC on the 

status of shipments that are on ground stoppage (foreign) 
x 103102010: CBP has received status update on 5 of the 9 shipments that 

are on ground stoppage (foreign).  The five are being held in Dubai.  
Pending confirmation of the remaining four from TSOC. 

x FBI NJTTF 
x Extracted a data pull (based on JTTF requirements) and provided results 
x 10302010:  Per JTTF there are not any packages in the U.S. or en route to 

the U.S. are of interest or have any derogatory information on them 
x 10302010:  At this time, FBI does not plan further action on any 

shipments to the U.S. from Yemen. 
  

2. Research on any cargo shipments associated with synagogues in Chicago – OIOC 
research completed 

x Rule(s) created to identify shipments destined to identified synagogues in the 
Chicago metropolitan area 

x All Express Consignment inbound shipments with a country of Yemen on are on 
hold 

x 10302010:  Version 5 for in process for updated cargo rule development includes 
phone numbers, email addresses, and points of contact for the congregations in 
the metropolitan Chicago area 

x 10312010:  CBP has identified risk factors related to air cargo and implemented 
threat specific targeting criteria 

 
3. Research any cargo shipment that may be en route from YE – OIOC/OFO - Completed 

x All Express Consignment inbound shipments identified with a country of Yemen 
on are on hold 

x 10302010:  The six (6) shipments that were identified as en route to the United 
States (port of arrival – JFK) were physically inspected with negative results and 
are being held 
 

4. Existing Cargo Targeting Rules that could cover this threat – OIOC/OFO - Completed 
x Any new rules that could be added based on this threat – new rule being drafted 

now by OIOC – Completed 
x New weightset created that will effect an auto hold on all shipments from Yemen 
x 10312010:  CBP has identified risk factors related to air cargo and implemented 

threat specific targeting criteria. 
 

5. Cargo data pull on any shipment from YE or SA to Chicago or LA from 10/15 thru 10/29 
– OIOC completed and results shared with JTTF 

00223

michael.page



x 10302010:  OIOC has coordinated with TASPO to run these same shipments 
against all the newly created Yemen-related rules/Weight sets/lookouts deployed 
yesterday 

x 10312010:  594 of the 6K+ shipments were from Yemen.  Preliminary scrub of the 
shipments does not reveal any glaring anomalies.  There are two data elements 
that CBP will research for an email hit only notification with possible rule 
development. 

x 10312010:  NTCC and OIOC will conduct in depth research and analysis on the 
shipments to glean additional criteria for pontential rule development 

 
6. Notification to Field elements 

x Unclassified threat data to DFOs – OIOC completed 
x Unclassified threat data to IAP/CSI – OFO completed 

 
7. Full OFO read-out on inspections occurring on the ground in PHI and EWR – OFO – 

Pending physical examination results of the identified shipments 
x 10302010:  Physical examination conducted with negative results 

 
8. Outbound Passenger – OFO/OIOC – In Process 

x Implemented scenario-based passenger threshold targeting rule to identify last 
minute bookings destined for Yemen 

x 103102010:  Final impact assessment for remaining three rules completed and 
the rules have been implemented  

x OFO issued guidance to the field requesting all airports to immediately increase 
outbound efforts, with a focus on individuals traveling to Yemen.  Ports within 
each Field Office area of responsibility was to make use of all available resources 
to include, but not limited to, review of outbound PNR information for travel to 
Yemen, use of targeting units, and outbound enforcement teams.  Ports were 
directed to contact the NTC-P and JTTF as appropriate in accordance with 
existing policy.   

 
 

9. Border Patrol: We are making our employees aware of the threat and increasing vigilance. 
10. OAM responds with no comment.  
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                                                B. FEDEX Package:  

                                                CONTENTS: Printer, books 

------------------------------------------------------TEARLINE---------------------------------------------------------------------------------------------
----------------------------------- 
                                                 
 
 

From: CTWatch  
Sent: Friday, October 29, 2010 12:28 AM 
To: CTWatch; Robert S. Mueller; CTW_TIER1;  

 
 

 
 

Subject: RE: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 
***UPDATE*** 
 
Both packages (UPS and FedEx) have been located and are still currently being screened. 
 
CT Watch 

 

(b) (7)(A), (b) (7)(E)

(b) (7)(A), (b) (7)(E)

(b) (7)(A), (b) (7)(E)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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From: CTWatch  
Sent: Thursday, October 28, 2010 11:22 PM 
To: CTWatch; Robert S. Mueller; CTW_TIER1;  

 
 

 
 

Subject: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 
***UPDATE*** 
 
Originating information is from a highly credible source.  
 
FedEx has coordinated with Dubai Authorities re getting item off of FedEx 
aircraft and isolating item that contains  until Dubai 
can neutralize item. 
 
As per SSA Keith Carpenter:  UPS has located their package in Great 
Britain and putting in isolation. Authorities on scene.  
 
Additional Flight information:  UPS flight from Yemen to Cologne to Great 
Britain to Chicago.   

CT Watch is currently engaged in efforts to obtain additional information 
regarding this matter.  We will continue to post updates, when 
appropriate, in an expeditious manner.  

CT Watch/rcs  

 
 

From: CTWatch  
Sent: Thursday, October 28, 2010 10:17 PM 
To: Robert S. Mueller; CTW_TIER1;

 

 
Subject: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 

ALCON: 

Information received from a source which is assessed to be credible stated 
that there are explosives contained in toner cartridges which are to be 
detonated while in the air. 
 
Reports are that the packages were sent from Yemen with a final 
destination of Chicago. 
 
The following shipping numbers were provided: 
 

(b) (7)(A), (b) (7)(E)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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CT Watch has requested the relevant Divisions coordinate with the 
companies. 

CT Watch is currently engaged in efforts to obtain additional information 
regarding this matter.  We will continue to post updates, when 
appropriate, in an expeditious manner.  

 CT Watch/rcs  

  

(b) (7)(A), (b) (7)(E)

(b) (6), (b) (7)(C)
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I have released all additional OPS personnel for the Cargo Threat Response – NOC remains at Phase 1 and will through 
the weekend. We will assess at the Monday 0730. 
 
Only remaining event for OPS today is the 1700 S1 conference call.  
 

 is the SWO and   is the lead CWO. 
 
Thanks to… 
 

 
 
 

 
 

 
 
for the support today. 
 
We were ready. 
 
Saturday…. 
0600 NOC Phase 1 update report 
0930 S1/S2 OPS/intel PDB brief 
1000 S1 meeting in bldg 5 
1045 Rand Beers SVTC in NOC 
1200 DC SVTC in Bldg 19 
1200 OPS Senior Leader brief (internal distro) 
1700 S1 conference call 
1800 NOC Phase 1 update report 
 
Don Triner 
Acting Director, Operations Coordination Division 
Department of Homeland Security 
Office of Operations Coordination and Planning 

 
 

 
 
) 

 

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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UNCLASSIFIED//FOR OFFICIAL USE ONLY//LAW ENFORCEMENT SENSITIVE 
 
1. Threat coordination conference calls with TSA and FBI 

x TSA Intel 
x 10302010:  In process of coordinating and confirming with TSOC on the 

status of shipments that are on ground stoppage (foreign) 
x 103102010: CBP has received status update on 5 of the 9 shipments that 

are on ground stoppage (foreign).  The five are being held in Dubai.  
Pending confirmation of the remaining four from TSOC. 

x FBI NJTTF 
x Extracted a data pull (based on JTTF requirements) and provided results 
x 10302010:  Per JTTF there are not any packages in the U.S. or en route to 

the U.S. are of interest or have any derogatory information on them 
x 10302010:  At this time, FBI does not plan further action on any 

shipments to the U.S. from Yemen. 
  

2. Research on any cargo shipments associated with synagogues in Chicago – OIOC 
research completed 

x Rule(s) created to identify shipments destined to identified synagogues in the 
Chicago metropolitan area 

x All Express Consignment inbound shipments with a country of Yemen on are on 
hold 

x 10302010:  Version 5 for in process for updated cargo rule development includes 
phone numbers, email addresses, and points of contact for the congregations in 
the metropolitan Chicago area 

x 10312010:  CBP has identified risk factors related to air cargo and implemented 
threat specific targeting criteria 

 
3. Research any cargo shipment that may be en route from YE – OIOC/OFO - Completed 

x All Express Consignment inbound shipments identified with a country of Yemen 
on are on hold 

x 10302010:  The six (6) shipments that were identified as en route to the United 
States (port of arrival – JFK) were physically inspected with negative results and 
are being held 
 

4. Existing Cargo Targeting Rules that could cover this threat – OIOC/OFO - Completed 
x Any new rules that could be added based on this threat – new rule being drafted 

now by OIOC – Completed 
x New weightset created that will effect an auto hold on all shipments from Yemen 
x 10312010:  CBP has identified risk factors related to air cargo and implemented 

threat specific targeting criteria. 
 

5. Cargo data pull on any shipment from YE or SA to Chicago or LA from 10/15 thru 10/29 
– OIOC completed and results shared with JTTF 

00232
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x 10302010:  OIOC has coordinated with TASPO to run these same shipments 
against all the newly created Yemen-related rules/Weight sets/lookouts deployed 
yesterday 

x 10312010:  594 of the 6K+ shipments were from Yemen.  Preliminary scrub of the 
shipments does not reveal any glaring anomalies.  There are two data elements 
that CBP will research for an email hit only notification with possible rule 
development. 

x 10312010:  NTCC and OIOC will conduct in depth research and analysis on the 
shipments to glean additional criteria for pontential rule development 

 
6. Notification to Field elements 

x Unclassified threat data to DFOs – OIOC completed 
x Unclassified threat data to IAP/CSI – OFO completed 

 
7. Full OFO read-out on inspections occurring on the ground in PHI and EWR – OFO – 

Pending physical examination results of the identified shipments 
x 10302010:  Physical examination conducted with negative results 

 
8. Outbound Passenger – OFO/OIOC – In Process 

x Implemented scenario-based passenger threshold targeting rule to identify last 
minute bookings destined for Yemen 

x 103102010:  Final impact assessment for remaining three rules completed and 
the rules have been implemented  

x OFO issued guidance to the field requesting all airports to immediately increase 
outbound efforts, with a focus on individuals traveling to Yemen.  Ports within 
each Field Office area of responsibility was to make use of all available resources 
to include, but not limited to, review of outbound PNR information for travel to 
Yemen, use of targeting units, and outbound enforcement teams.  Ports were 
directed to contact the NTC-P and JTTF as appropriate in accordance with 
existing policy.   

 
 

9. Border Patrol: We are making our employees aware of the threat and increasing vigilance. 
10. OAM responds with no comment.  

 

00233
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Assistant Senior Watch Officer 
DHS, National Operations Center 

 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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o Religious Facilities:  Potential Indicators of Terrorist Activity, Common Vulnerabilities and 
Protective Measures   

o Infrastructure Protection Report Series: Religious Facilities  
o All NICC Current Situation Reports - Suspicious Packages on Inbound Cargo Flights 
o Potential for Exploitation of Postal and Commercial Shipping Companies, 31 Oct 10 
o Explosives Discovered in Packages on Cargo Aircraft Bound for the Homeland - Snapshot - 

31 Oct 10 
 

NCC/NCS: No inputs at this time 
 
US CERT: No inputs at this time 
 
FPS:   No action anticipated 
 
RMA: No inputs at this time 
 
 
V/r 
 

 
NICC Watch Operations 
Department of Homeland Security 

 

 
 

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center 
 
Distro  
NICC Support  
NICC SWO 
NOC SWO Restricted  
 
 
 
 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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OFO Liaisons, 
 
Please see the email string below requesting information on the latest package from Yemen.  The original questions (at 
the bottom of the email) have been answered, but the Secretary’s Briefing Team sent back the following question: 
 
CBP:  Do you have a short paragraph on what the “Yemen Red Flag Initiative”  is for the Secretary’s Briefing Staff? 
 
Since this is an OFO initiative can you provide a response? 
 
Thanks, 
 
 
 

 
Senior Watch Officer 
Commissioner's Situation Room 

 

From:  
Sent: Thursday, November 04, 2010 7:13 AM 
To:  

Subject: FW: Additional question: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / 
Cargo Facility Evacuated - NY 
 
Please see below. 
 
NOC CBP DESK 

 
 

From:   
Sent: Thursday, November 04, 2010 6:37 AM 
To: 

 
Subject: Additional question: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo 
Facility Evacuated - NY 
 
CBP:  Do you have a short paragraph on what the “Yemen Red Flag Initiative”  is for the Secretary’s Briefing Staff? 
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 

 
 

 
 
 
 
 

From:   
Sent: Thursday, November 04, 2010 6:27 AM 
To:  

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Cc: d 
Subject: RE: Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
This pretty much satisfies my request, but I’m sure the Secretary will ask why a redelivery of a parcel destined for 
Cincinatti sat at JFK for some time.  Any insight into that? 
 

From:  
Sent: Thursday, November 04, 2010 6:24 AM 
To: 

 
Subject: Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
From the CBP Commissioner’s Morning Report: 
 
SYNOPSIS:  On November 3, CBP JFK International Airport, NY reported the interception of a package originating from Yemen.  The package was 
targeted under the "Yemen Red Flag Initiative" and was returned to DHL at JFK. The package ex-ray examination revealed an anomaly. NYPD Bomb 
Squad, PAPD, JTTF and ICE were notified and responded. The package, which was found to contain a cell phone, was inspected with negative results. 
 
Believe this with the SWO’s response below should answer your questions. 
 

 
Duty Director 
National Operations Center 
U.S. Department of Homeland Security 
Unclas:  

 

  
  

 
 

From:   
Sent: Thursday, November 04, 2010 5:56 AM 
To: 

 
Subject: Partial Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
Questions have been tasked to TSA and CBP.  In the interim, attached is the TSA report with a photo: 
 
Q 2:  According to the attached report, the package arrived on 10/29 onboard Emirates 203 (Dubai, UAE – NY Kennedy).
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:20 AM 
To:  
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Subject: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility Evacuated - NY
Importance: High 
 
The Secretary’s Briefing Staff’s RFI follows.  CBP/TSA – please provide any information you have to answer the RFI.  
Please note suspense time. 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

1.  When the package in question involved in the incident below departed Yemen. 
2. Where it had come from immediately before arriving at JFK. 
3. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
 
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:15 AM 
To:  
Cc: Triner, Donald;  
Subject: S1 RFI 
Importance: High 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

4.  When the package in question involved in the incident below departed Yemen. 
5. Where it had come from immediately before arriving at JFK. 
6. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 
 
NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
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a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 
and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    
 

 
 
v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 
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x Wednesday 03 November IP in cooperation with I&A, the FBI, local law enforcement, the Jewish 
Federation of Metropolitan Chicago and the Secure Communities Network (SCN) will be holding 
a FOUO conference call with major Jewish facilities and synagogues nationwide to provide 
recommended protective measures 

 
NCC/NCS: No inputs at this time 
 
US CERT: No inputs at this time 
 
FPS:   No action anticipated 
 
RMA: No inputs at this time 
 
 
V/r 
 

 
NICC Watch Operations 
Department of Homeland Security 

 

 
 

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center 
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From:   
Sent: Thursday, November 04, 2010 6:37 AM 
To: 

 
Subject: Additional question: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo 
Facility Evacuated - NY 
 
CBP:  Do you have a short paragraph on what the “Yemen Red Flag Initiative”  is for the Secretary’s Briefing Staff? 
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 
 

 
 

 
 
 
 
 

From:   
Sent: Thursday, November 04, 2010 6:27 AM 
To: 

 
Subject: RE: Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
This pretty much satisfies my request, but I’m sure the Secretary will ask why a redelivery of a parcel destined for 
Cincinatti sat at JFK for some time.  Any insight into that? 
 

From:  
Sent: Thursday, November 04, 2010 6:24 AM 
To: 

 
Subject: Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
From the CBP Commissioner’s Morning Report: 
 
SYNOPSIS:  On November 3, CBP JFK International Airport, NY reported the interception of a package originating from Yemen.  The package was 
targeted under the "Yemen Red Flag Initiative" and was returned to DHL at JFK. The package ex-ray examination revealed an anomaly. NYPD Bomb 
Squad, PAPD, JTTF and ICE were notified and responded. The package, which was found to contain a cell phone, was inspected with negative results. 
 
Believe this with the SWO’s response below should answer your questions. 
 

 
Duty Director 
National Operations Center 
U.S. Department of Homeland Security 
Unclas:  
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From:   
Sent: Thursday, November 04, 2010 5:56 AM 
To: 

 
Subject: Partial Answer: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility 
Evacuated - NY 
 
Questions have been tasked to TSA and CBP.  In the interim, attached is the TSA report with a photo: 
 
Q 2:  According to the attached report, the package arrived on 10/29 onboard Emirates 203 (Dubai, UAE – NY Kennedy).
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:20 AM 
To: 

 
Subject: NOC # 1230-10- 012 S1 RFI - QUICK RESPONSE REQUESTED: NOC 12301-10/ / Cargo Facility Evacuated - NY
Importance: High 
 
The Secretary’s Briefing Staff’s RFI follows.  CBP/TSA – please provide any information you have to answer the RFI.  
Please note suspense time. 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

1.  When the package in question involved in the incident below departed Yemen. 
2. Where it had come from immediately before arriving at JFK. 
3. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
 
 

 
Senior Watch Officer 
DHS National Operations Center - Watch 

 

 
 

 

From:   
Sent: Thursday, November 04, 2010 5:15 AM 
To:  
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Cc: Triner, Donald;  
Subject: S1 RFI 
Importance: High 
 
Good Morning, In advance of the Secretary’s morning briefing today, can you please provide (via CBP or other means) 
the following information: 

4.  When the package in question involved in the incident below departed Yemen. 
5. Where it had come from immediately before arriving at JFK. 
6. How the package was identified by authorities and whether/how it was flagged by CBP as suspicious (whether 

by standard targeting rules or other means)/ 
 
Please provide no later than 7:30am.  Thanks. 
 
Bryan 
 

From:  
Sent: Wednesday, November 03, 2010 8:45 PM 
Subject: NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated - New York, NY (2030 EDT 3 Nov 10) 
 
 
NOC Steady State 1230-10 Update Report 9 - Cargo Facility Evacuated – New York, NY 
 
Current:  The Transportation Security Administration (TSA) reports a cargo facility at John F. 
Kennedy International Airport (JFK) was partially evacuated while a suspicious package was 
investigated by New York/New Jersey Port Authority police.  Customs and Border Protection reported 
a re-delivery on a package originating from Yemen.  A Non-Intrusive Inspection (NII) scan revealed a 
cell phone. No explosives were detected. A Department of Homeland Security  component and inter-
agency blast call was conducted with amplifying information from TSA.  The package was cleared 
and identified as a cell phone wrapped in envelopes and paper.  The cargo facility has resumed 
normal operations. 
 
Future:  The DHS National Operations Center (NOC) will continue to monitor this  
incident and provide updates as warranted. This item will be removed from the Common Operational 
Picture at 2130 EDT. 
 
Other:  Open source media reports that the package originally arrived on United Arab Emirates flight 
201 on 29 Oct.  
 
Background:  On the evening of 28 Oct 10, TSA reported suspicious packages aboard two 
commercial cargo aircraft.    
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v/r 

 
Assistant Senior Watch Officer 
DHS National Operations Center 
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V/r, 
LT   
MTAC Watch Officer 
 
Naval Criminal Investigative Service 
Multiple Threat Alert Center 
Comm:   

 
 

UNCLASSIFIED//FOR OFFICIAL USE ONLY  
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x Wednesday 03 November IP in cooperation with I&A, the FBI, local law enforcement, the Jewish 
Federation of Metropolitan Chicago and the Secure Communities Network (SCN) will be holding 
a FOUO conference call with major Jewish facilities and synagogues nationwide to provide 
recommended protective measures 

 
Cont’ 
 
x New Orleans Protective Security Advisor (PSA) organized a teleconference with the New Orleans 

Police Department regarding the upcoming Jewish Federation of North America’s General 
Assembly (Nov 7-9) and the International Lion of Judah Conference (Nov 8-10).   

x New Orleans PSA is coordinating with USSS, local law enforcement and the regional fusion 
center, and conducting outreach to Security Directors of venue sites to provide IP tools and 
resources in an effort to reduce vulnerability in preparation for Vice President Biden and Prime 
Minister Netanyahu’s visit 

x DHS OBP continuing collaboration with FBI Counterterrorism Watch and OBP FBI Liaison Officer 
on technical aspects of SNAPSHOT product 

x DHS OBP developed a follow-on TRIPwire Significant Incident Report (SIR).   SIR held due to the 
current situation with UK/KSA/UAE 

x All PSAs are available to distribute outreach material, including CV, PI, PM Reports for Religious 
Facilities and Postal Mail Package Handling; US Postal Inspection Service Guide to Mail Center 
Security; a suspicious package poster, and Chicago Threat Analysis Tearline to stakeholders in the 
community of concern. 

 
 
NCC/NCS: No inputs at this time 
 
US CERT: No inputs at this time 
 
FPS:   No action anticipated 
 
RMA: No inputs at this time 
 
 
V/r 
 

 
NICC Watch Operations 
Department of Homeland Security 

 

 
 

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center 
 
Distro  
NICC Support  
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NICC SWO 
NOC SWO Restricted  
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x Wednesday 03 November IP in cooperation with I&A, the FBI, local law enforcement, the Jewish 
Federation of Metropolitan Chicago and the Secure Communities Network (SCN) will be holding 
a FOUO conference call with major Jewish facilities and synagogues nationwide to provide 
recommended protective measures 

 
NCC/NCS: No inputs at this time 
 
US CERT: No inputs at this time 
 
FPS:   No action anticipated 
 
RMA: No inputs at this time 
 
US-Visit: US-VISIT received a single latent print from the FBI, which was recovered from one of the 
devices on the cargo planes at approximately 1030 EST on Monday, November 1, 2010.  Searches of 
the US-VISIT Automated Biometric Identification System (IDENT) were conducted resulting in no 
matches identified to the latent.  
 
 
V/r 
 

 
Senior Watch Officer 
NICC Watch Operations 
Department of Homeland Security 

 

 
 

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center 
 
Distro List 
NICC SWO 
NICC Spt 
NOC IPNICC 
NOC IP 
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o Religious Facilities:  Potential Indicators of Terrorist Activity, Common Vulnerabilities and 
Protective Measures   

o Infrastructure Protection Report Series: Religious Facilities  
o All NICC Current Situation Reports - Suspicious Packages on Inbound Cargo Flights 
o Potential for Exploitation of Postal and Commercial Shipping Companies, 31 Oct 10 
o Explosives Discovered in Packages on Cargo Aircraft Bound for the Homeland - Snapshot - 

31 Oct 10 
x Office for Bombing Prevention (OBP) published a Quick Look Report (QLR) on TRIPwire for 

bomb squads and other members of law enforcement 
x OBP is also coordinating with the FBI’s Terrorist Explosives Device Analytical Center (TEDAC) to 

understand the nature and construction of the explosive devices found in England and Dubai. 
Once additional information on the devices is cleared for release, OBP will distribute on TRIPwire 

x IP is conducting outreach this week to select Jewish facilities and synagogues in Chicago   
x Wednesday 03 November IP in cooperation with I&A, the FBI, local law enforcement, the Jewish 

Federation of Metropolitan Chicago and the Secure Communities Network (SCN) will be holding 
a FOUO conference call with major Jewish facilities and synagogues nationwide to provide 
recommended protective measures 

 
NCC/NCS: No inputs at this time 
 
US CERT: No inputs at this time 
 
FPS:   No action anticipated 
 
RMA: No inputs at this time 
 
US-Visit: US-VISIT received a single latent print from the FBI, which was recovered from one of the 
devices on the cargo planes at approximately 1030 EST on Monday, November 1, 2010.  Searches of 
the US-VISIT Automated Biometric Identification System (IDENT) were conducted resulting in no 
matches identified to the latent.  
 
 
V/r 
 

 
Senior Watch Officer 
NICC Watch Operations 
Department of Homeland Security 

 

 
 

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center 
 
Distro List 
NICC SWO 
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NICC Spt 
NOC IPNICC 
NOC IP 
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x 0200 EDT: Follow‐on conference call completed on Bridge #1 without issues  
 

 
Senior Watch Officer 
DHS National Operations Center 
Non‐Secure:   
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o Mail and Package Handling Facilities: Potential Indicators of Terrorist Activity, Common 
Vulnerabilities and Protective Measures   

o Religious Facilities:  Potential Indicators of Terrorist Activity, Common Vulnerabilities and 
Protective Measures   

o Infrastructure Protection Report Series: Religious Facilities  
o All NICC Current Situation Reports - Suspicious Packages on Inbound Cargo Flights 
o Potential for Exploitation of Postal and Commercial Shipping Companies, 31 Oct 10 
o Explosives Discovered in Packages on Cargo Aircraft Bound for the Homeland - Snapshot - 

31 Oct 10 
x Office for Bombing Prevention (OBP) published a Quick Look Report (QLR) on TRIPwire for 

bomb squads and other members of law enforcement 
x OBP is also coordinating with the FBI’s Terrorist Explosives Device Analytical Center (TEDAC) to 

understand the nature and construction of the explosive devices found in England and Dubai. 
Once additional information on the devices is cleared for release, OBP will distribute on TRIPwire 

x IP is conducting outreach this week to select Jewish facilities and synagogues in Chicago   
x Wednesday 03 November IP in cooperation with I&A, the FBI, local law enforcement, the Jewish 

Federation of Metropolitan Chicago and the Secure Communities Network (SCN) will be holding 
a FOUO conference call with major Jewish facilities and synagogues nationwide to provide 
recommended protective measures 

 
NCC/NCS: No inputs at this time 
 
US CERT: No inputs at this time 
 
FPS:   No action anticipated 
 
RMA: No inputs at this time 
 
US-Visit: US-VISIT received a single latent print from the FBI, which was recovered from one of the 
devices on the cargo planes at approximately 1030 EST on Monday, November 1, 2010.  Searches of 
the US-VISIT Automated Biometric Identification System (IDENT) were conducted resulting in no 
matches identified to the latent.  
 
 
V/r 
 

 
Senior Watch Officer 
NICC Watch Operations 
Department of Homeland Security 

 

 
 

 
For more information on the NICC go to: 
DHS National Infrastructure Coordinating Center 
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Distro List 
NICC SWO 
NICC Spt 
NOC IPNICC 
NOC IP 
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As per SSA :  UPS has located their package in Great 
Britain and putting in isolation. Authorities on scene.  
 
Additional Flight information:  UPS flight from Yemen to Cologne to Great 
Britain to Chicago.   

CT Watch is currently engaged in efforts to obtain additional information 
regarding this matter.  We will continue to post updates, when 
appropriate, in an expeditious manner.  

CT Watch/rcs  

 
 

From: CTWatch  
Sent: Thursday, October 28, 2010 10:17 PM 
To: Robert S. Mueller; CTW_TIER1;  

 

 
Subject: TIER 1 NOTIFICATION: DISGUISED EXPLOSIVES SHIPPED VIA UPS AND FEDEX FROM YEMEN 
 

ALCON: 

Information received from a source which is assessed to be credible stated 
that there are explosives contained in toner cartridges which are to be 
detonated while in the air. 
 
Reports are that the packages were sent from Yemen with a final 
destination of Chicago. 
 
The following shipping numbers were provided: 

CT Watch has requested the relevant Divisions coordinate with the 
companies. 

CT Watch is currently engaged in efforts to obtain additional information 
regarding this matter.  We will continue to post updates, when 
appropriate, in an expeditious manner.  

 CT Watch/rcs  
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Interagency ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Land ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Land 
Domain Chief 
‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Maritime ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ METOC ‐ OMB; 
NORAD USNORTHCOM CMD CTR ‐ MSD ‐ CHIEF ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ MSD ‐ OMB; NORAD 
USNORTHCOM CMD CTR ‐ NCO ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ NG ‐ OMB; NORAD USNORTHCOM CMD CTR 
‐ NMAC Tech ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ TXB 
Sent: Thu Oct 28 23:38:39 2010 
Subject: (U//FOUO) SPOTREP: Yemeni Citizen May Have Attempted to Send Explosives to the U.S. 
via Cargo Flights (U//FOUO)  
 
 
 
Classification: FOR OFFICIAL USE ONLY 
 
(U//FOUO) SPOTREP: Yemeni Citizen May Have Attempted to Send Explosives to the U.S. via Cargo 
Flights: On 29 Oct 10 at 0300Z (28 Oct 10 at 2100 MDT), the FBI CT Watch advised the N2C2 
that they received what they judged to be credible information that a Yemini citizen based at 
the Yemen American Institute for Languages‐Computer‐Management (Y.A.I.) in Sana’a Yemen, 
placed explosives inside printer cartridges, placed the cartridges inside printers, and wired 
one (sent via FEDEX) with a cell phone detonator and one (sent via 
UPS) with a timed detonator.  The report stated these packages were shipped from Sana’a Yemen 
via FEDEX and UPS with the intended destination of two indentified US churches in Chicago, 
IL.  Saudi intelligence sources passed specific package numbers for the suspected items.  
Based on those numbers, a FEDEX flight carrying one of the identified packages is currently 
being held at Dubai International Airport and the UPS flight carrying the other package is 
currently be held in the United Kingdom (airport unspecified).  The FBI reports both packages 
have been located and EOD teams are inspecting them. 
There is no indication of any additional explosives or associated aircraft 
involved with the incident.   The N2C2 is coordinating with the NC/J‐34, FAA, 
FBI, USEUCOM, USCENTCOM, USTRANSCOM, DHS, TSA and JITF‐CT regarding this incident.  N2C2 
continues to monitor. 
 
Very Respectfully, 
 
CAPT  , USN 
 
NORAD & USNORTHCOM 
 
Deputy Command Center Director 
 
W:       
 

     

     
 

     
 
250 Vandenberg St. 
 
Peterson AFB, CO  80914‐3817 
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USSOUTHCOM/SCJ3 (L); PFACC Watch (L); Washington Office ‐ OMB (Pentagon); NORAD USNORTHCOM 
CMD CTR ‐ Chaplain ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ DOE‐OST ‐ OMB; NORAD USNORTHCOM CMD CTR 
‐ J1 ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ JAG ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ JSG Rep ‐ OMB; 
NORAD USNORTHCOM CMD CTR ‐ Public Affairs ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ RFI Manager ‐ 
OMB; NORAD USNORTHCOM CMD CTR ‐ Surgeon ‐ OMB; N‐NC JIOC Forward ‐ OMB; NORAD CAT FIDO ‐ OMB; 
NORAD J33O ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Aerospace ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ AIR 
DOMAIN ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ COP Manager ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ 
Current Intel ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Cyber Domain ‐ OMB; NORAD USNORTHCOM CMD CTR 
‐ Director ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ IEB ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ 
Interagency ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Land ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Land 
Domain Chief 
‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Maritime ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ METOC ‐ OMB; 
NORAD USNORTHCOM CMD CTR ‐ MSD ‐ CHIEF ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ MSD ‐ OMB; NORAD 
USNORTHCOM CMD CTR ‐ NCO ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ NG ‐ OMB; NORAD USNORTHCOM CMD CTR 
‐ NMAC Tech ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ TXB 
Sent: Thu Oct 28 23:38:39 2010 
Subject: (U//FOUO) SPOTREP: Yemeni Citizen May Have Attempted to Send Explosives to the U.S. 
via Cargo Flights (U//FOUO)  
 
 
 
Classification: FOR OFFICIAL USE ONLY 
 
(U//FOUO) SPOTREP: Yemeni Citizen May Have Attempted to Send Explosives to the U.S. via Cargo 
Flights: On 29 Oct 10 at 0300Z (28 Oct 10 at 2100 MDT), the FBI CT Watch advised the N2C2 
that they received what they judged to be credible information that a Yemini citizen based at 
the Yemen American Institute for Languages‐Computer‐Management (Y.A.I.) in Sana’a Yemen, 
placed explosives inside printer cartridges, placed the cartridges inside printers, and wired 
one (sent via FEDEX) with a cell phone detonator and one (sent via 
UPS) with a timed detonator.  The report stated these packages were shipped from Sana’a Yemen 
via FEDEX and UPS with the intended destination of two indentified US churches in Chicago, 
IL.  Saudi intelligence sources passed specific package numbers for the suspected items.  
Based on those numbers, a FEDEX flight carrying one of the identified packages is currently 
being held at Dubai International Airport and the UPS flight carrying the other package is 
currently be held in the United Kingdom (airport unspecified).  The FBI reports both packages 
have been located and EOD teams are inspecting them. 
There is no indication of any additional explosives or associated aircraft 
involved with the incident.   The N2C2 is coordinating with the NC/J‐34, FAA, 
FBI, USEUCOM, USCENTCOM, USTRANSCOM, DHS, TSA and JITF‐CT regarding this incident.  N2C2 
continues to monitor. 
 
Very Respectfully, 
 
CAPT  , USN 
 
NORAD & USNORTHCOM 
 
Deputy Command Center Director 
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USNORTHCOM CP ‐ OMB; NORAD USNORTHCOM CX ‐ OMB; NORAD USNORTHCOM DEPUTY LIST; NORAD 
USNORTHCOM DIRECTORS ‐ DL; NORAD USNORTHCOM EXEC LIST ‐ DL; NORAD USNORTHCOM HC ‐ OMB; NORAD 
USNORTHCOM HO ‐ OMB; NORAD USNORTHCOM IC ‐ OMB; NORAD USNORTHCOM IG ‐ OMB; NORAD USNORTHCOM 
J1 ‐ OMB; NORAD USNORTHCOM J2 ‐ OMB; NORAD USNORTHCOM J23 ‐ OMB; NORAD USNORTHCOM J4 ‐ OMB; 
NORAD USNORTHCOM J5 ‐ OMB; NORAD USNORTHCOM J6 ‐ OMB; NORAD USNORTHCOM 
J63 ‐ OMB; NORAD USNORTHCOM J7 ‐ OMB; NORAD USNORTHCOM J73 ‐ OMB; NORAD USNORTHCOM J8 ‐ OMB; 
NORAD USNORTHCOM JA ‐ OMB; NORAD USNORTHCOM NG OMB; NORAD USNORTHCOM PA ‐ OMB; NORAD 
USNORTHCOM POLAD ‐ OMB; NORAD USNORTHCOM RF 
‐ OMB; NORAD USNORTHCOM Senior Enlisted Leadership ‐ DL; NORAD USNORTHCOM SG 
‐ OMB; NORAD USNORTHCOM SJS ‐ OMB; Sanchez, Merri J Dr Civ USAF AFSPC AFSPC NASA 

; Schofield, Scott B BrigGen USNORTHCOM HQs NG; Thomas, Linda 
A COL USNORTHCOM HQs RF; Todorov, Kenneth E Brig Gen USAF USNORTHCOM HQs SJFHQ; Treacy, 
Jonathan T BG JCS J3  ; USNORTHCOM J3 ‐ OMB; USNORTHCOM J3 
DIV CHIEFS ‐ DL; USNORTHCOM LNO ‐ DL; Tagg, Scott LtCol USAF ACC AFNORTH/AFNSEP; USNORTHCOM 
LNO to ALCOM/JTF‐AK  ; USNORTHCOM LNO to CanadaCom 

; USNORTHCOM LNO to CanadaCom  ; 
USNORTHCOM LNO to NC ‐ DL; USNORTHCOM LNO to NCTC <SCOTTET@nctc.gov>; Tull, Mark M Col USMC 
USSOUTHCOM/SCJ3 (L); PFACC Watch (L); Washington Office ‐ OMB (Pentagon); NORAD USNORTHCOM 
CMD CTR ‐ Chaplain ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ DOE‐OST ‐ OMB; NORAD USNORTHCOM CMD CTR 
‐ J1 ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ JAG ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ JSG Rep ‐ OMB; 
NORAD USNORTHCOM CMD CTR ‐ Public Affairs ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ RFI Manager ‐ 
OMB; NORAD USNORTHCOM CMD CTR ‐ Surgeon ‐ OMB; N‐NC JIOC Forward ‐ OMB; NORAD CAT FIDO ‐ OMB; 
NORAD J33O ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Aerospace ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ AIR 
DOMAIN ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ COP Manager ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ 
Current Intel ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Cyber Domain ‐ OMB; NORAD USNORTHCOM CMD CTR 
‐ Director ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ IEB ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ 
Interagency ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Land ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Land 
Domain Chief 
‐ OMB; NORAD USNORTHCOM CMD CTR ‐ Maritime ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ METOC ‐ OMB; 
NORAD USNORTHCOM CMD CTR ‐ MSD ‐ CHIEF ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ MSD ‐ OMB; NORAD 
USNORTHCOM CMD CTR ‐ NCO ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ NG ‐ OMB; NORAD USNORTHCOM CMD CTR 
‐ NMAC Tech ‐ OMB; NORAD USNORTHCOM CMD CTR ‐ TXB 
Sent: Thu Oct 28 23:38:39 2010 
Subject: (U//FOUO) SPOTREP: Yemeni Citizen May Have Attempted to Send Explosives to the U.S. 
via Cargo Flights (U//FOUO)  
 
 
 
Classification: FOR OFFICIAL USE ONLY 
 
(U//FOUO) SPOTREP: Yemeni Citizen May Have Attempted to Send Explosives to the U.S. via Cargo 
Flights: On 29 Oct 10 at 0300Z (28 Oct 10 at 2100 MDT), the FBI CT Watch advised the N2C2 
that they received what they judged to be credible information that a Yemini citizen based at 
the Yemen American Institute for Languages‐Computer‐Management (Y.A.I.) in Sana’a Yemen, 
placed explosives inside printer cartridges, placed the cartridges inside printers, and wired 
one (sent via FEDEX) with a cell phone detonator and one (sent via 
UPS) with a timed detonator.  The report stated these packages were shipped from Sana’a Yemen 
via FEDEX and UPS with the intended destination of two indentified US churches in Chicago, 
IL.  Saudi intelligence sources passed specific package numbers for the suspected items.  
Based on those numbers, a FEDEX flight carrying one of the identified packages is currently 
being held at Dubai International Airport and the UPS flight carrying the other package is 
currently be held in the United Kingdom (airport unspecified).  The FBI reports both packages 
have been located and EOD teams are inspecting them. 
There is no indication of any additional explosives or associated aircraft 
involved with the incident.   The N2C2 is coordinating with the NC/J‐34, FAA, 
FBI, USEUCOM, USCENTCOM, USTRANSCOM, DHS, TSA and JITF‐CT regarding this incident.  N2C2 
continues to monitor. 
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Very Respectfully, 
 
CAPT  , USN 
 
NORAD & USNORTHCOM 
 
Deputy Command Center Director 
 
W:       
 

     

     
 

     
 
250 Vandenberg St. 
 
Peterson AFB, CO  80914‐3817 
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To: 
 Chavez, Richard 

Subject: FW: (U//FOUO) SPOTREP: Yemeni Citizen May Have Attempted to Send Explosives to the 
U.S. via Cargo Flights (U//FOUO) 
 
Did we get this report from N‐NC? 
 
________________________________ 

Sent: Thu Oct 28 23:38:39 2010 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)
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Subject: (U//FOUO) SPOTREP: Yemeni Citizen May Have Attempted to Send Explosives to the U.S. 
via Cargo Flights (U//FOUO)  
 
 
 
Classification: FOR OFFICIAL USE ONLY 
 
(U//FOUO) SPOTREP: Yemeni Citizen May Have Attempted to Send Explosives to the U.S. via Cargo 
Flights: On 29 Oct 10 at 0300Z (28 Oct 10 at 2100 MDT), the FBI CT Watch advised the N2C2 
that they received what they judged to be credible information that a Yemini citizen based at 
the Yemen American Institute for Languages‐Computer‐Management (Y.A.I.) in Sana’a Yemen, 
placed explosives inside printer cartridges, placed the cartridges inside printers, and wired 
one (sent via FEDEX) with a cell phone detonator and one (sent via 
UPS) with a timed detonator.  The report stated these packages were shipped from Sana’a Yemen 
via FEDEX and UPS with the intended destination of two indentified US churches in Chicago, 
IL.  Saudi intelligence sources passed specific package numbers for the suspected items.  
Based on those numbers, a FEDEX flight carrying one of the identified packages is currently 
being held at Dubai International Airport and the UPS flight carrying the other package is 
currently be held in the United Kingdom (airport unspecified).  The FBI reports both packages 
have been located and EOD teams are inspecting them. 
There is no indication of any additional explosives or associated aircraft 
involved with the incident.   The N2C2 is coordinating with the NC/J‐34, FAA, 
FBI, USEUCOM, USCENTCOM, USTRANSCOM, DHS, TSA and JITF‐CT regarding this incident.  N2C2 
continues to monitor. 
 
Very Respectfully, 
 
CAPT  , USN 
 
NORAD & USNORTHCOM 
 
Deputy Command Center Director 
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